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1. O61as xapakTepucTiKa padoueit mporpaMmbl MPoheCcCUOHATBHOTO MOAYJIS

1.1. Llenb u nnaHupyemMblie pe3yJibTaTbl OCBOCHUS MPOGECCUOHATBHOTO MOYJIS
B pesynbrare u3yudeHuss NpoPECCHOHAIBHOIO MOJIYJIA CTYACHT JOJDKEH OCBOUTH
OCHOBHOM BUJ ACATEIBHOCTU «3almra MHGOPMAIMU TEXHUYECKUMHU CPEACTBAMU» U
COOTBETCTBYIOIIME eMy 00IIMe KOMIIETEHIIUU, U TPO(EeCCHOHATbHBIE KOMIIETEHIUU:

1.1.1. [lepedyern OOMMX KOMITETCHITH

Kon OO011e KOMIIETEHIINH

OK 01. Beibupate cmocoObl  pemieHuss  3amad  IpOo(EeCCHOHATBHOW — JeATEIHHOCTH,
IPUMEHHUTEIBHO K Pa3JIMYHBIM KOHTEKCTaM.

OK 0. Ocy1iecTBIATh NOUCK, aHAINU3 U MHTEPIIPETALNIO UH(POPMAIMU, HEOOXOJUMOM 1Is
BBIMOJIHEHUS 33124 PO ECCHOHATLHON ICATEIbHOCTH.

OK 03. [InaHupoBaTh U peaqM30BbIBATh COOCTBEHHOE MPO(ECCHOHAIBLHOE U JIMYHOCTHOE
pa3BUTHE.

OK 04. PaboTaTh B KOJUIEKTUBE M KOMaHAe, 3PPEKTUBHO B3aUMOJICHICTBOBATH C KOJIJIETaMH,
PYKOBOJICTBOM, KIIHEHTaMH.

OK 05. OcymiecTBIATh YCTHYIO U TUCbMEHHY0 KOMMYHHKAIIUIO Ha TOCY1apPCTBEHHOM SI3bIKE

C Y4€TOM 0COOEHHOCTEH COIMAIBHOTO U KYJbTYPHOTO KOHTEKCTA.

[TposiBASATH TpaXKJaHCKO-NATPUOTUYECKYIO MO3UINI0, JEMOHCTPUPOBAThH OCOZHAHHOE
OK 06. MOBEJICHUE Ha OCHOBE TPATUITMOHHBIX OOIICUETIOBEYCCKUX IEHHOCTEH, TPUMEHSATh
CTaHI[apTI:I aHTI/IKOppyr[LII/IOHHOF O ITIOBCACHU A.

ConeiicTBOBaTh  COXpPAHEHUIO  OKpYXKAlOMIEH  Cpelbl, pecypcocOepereHuto,

OK 07. . z
7 (hEeKTHBHO ACMCTBOBATH B UPE3BHIYAMHBIX CUTYAIIHSIX.
Hcnonp3oBath cpeicTBa (U3MUECKON KYyJIbTYphl IJIS COXPAHEHUS U YKpEIUIeHUs
OK 08. |3mopoBbst B mporecce MpodecCHOHATBHON MAEATeIbHOCTH U TOJACPKAHUS
HEO0OXOAMMOT0 YPOBHS (DU3UIECKOM MOATOTOBICHHOCTH.
OK 09. | Mcnoas3oBaTh HH(GOPMAIIMOHHBIE TEXHOJIOTHH B MPO(HECCHOHATLHOMN IeITeIbHOCTH.
OK 10. [Tonmp30BaTbecs MPO(PECCHOHANBHON JOKyMEHTAIled Ha TOCYAapCTBEHHOM H
MHOCTPAHHOM $I3bIKAX.
OK.11 Wcnonb3oBath  3HaHMA MO  (UHAHCOBOM  TpaMOTHOCTH,  IUIAHUPOBATH

IpeIPUHUMATEIbCKYIO AESITEIbHOCTD B IpodeccnoHanbHo chepe.

1.1.2. Ilepevyens npodeccnoHaTBHBIX KOMITETEHITUN

Kon [IpodeccrnonanbHbIC KOMIETCHITIH

Ocy1ecTBIATh YCTaHOBKY, MOHT@X, HACTPOMKY M TEXHHUYECKOE OOCIyKHBaHUE
TEXHUYECKUX CPEICTB 3aIllUThl MH(OpPMAlUM B COOTBETCTBUU C TPeOOBaHUAMHU
9KCILTYaTallMOHHOM TOKYMEHTALUH.

MK 3.2. | OcylecTBIATh SKCILTyaTallUI0O TEXHUYECKUX CPEACTB 3alllUThl HHPOpPMALUU B
COOTBETCTBHUH C TPEOOBAHUSIMH IKCIUTYaTALlMOHHOM JJOKYMEHTAIUH.

I1K 3.1.

OCyIIeCTRIATh U3MEPEHHUE TTapaMETPOB MOOOYHBIX ICKTPOMArHUTHBIX M3ITYYCHHH U
IIK 3.3. | HaBOJIOK, CO3[aBaCMbIX TEXHHYECKUMHU CpEeACTBAaMH OOpabOTKH HH(OpMaIH
OTPaHHYEHHOTO JIOCTYIIA.

[IK 3.4. | OcylecTBasITh M3MEpEeHUE IapaMeTpoB (OHOBBIX IIYMOB, a Takke (usndeckux
MIOJICH, CO3/1aBaEMbIX TEXHHUECKMMH CPEICTBAMH 3alTUThI HHPOPMAIIUH.




K 3.5 | Opranus3oBeiBaTh  OTAEHbHBIE PAabOTBI O  (U3MUECKOM 3ammre OO0BEKTOB
nH(popMaTu3ammm.

1.1.3. B pe3synbTaTe ocBoeHUs MpodeCCHOHATBHOTO MOYJISI CTYICHT JTOJDKEH:

UMETh
MIPaKTUYECKUI
OIIBIT

— YCTaHOBKH, MOHTa)Xa W HACTPOWKH TEXHUYECKHX CPEICTB 3allUTHI
nHpopManuu;

— TEXHMYECKOTO OOCHYXKHMBAaHHUS TEXHHYECKUX CpPEICTB  3allUTHI
nHpopManuu;

— TIPUMCHEHHS OCHOBHBIX THIIOB TEXHHUYECKUX CPEICTB 3alllHUTHI
UH(pOpMaLny;

— BBIABJICHHS TEXHUYECKUX KAHAJIOB yTEYKU HH(DOPMAIIHH;

— yd4acTusi B MOHHUTOPUHTE 3((HEKTUBHOCTH TEXHHUECKUX CPEIICTB 3aIIUTHI
UH(pOpMaLny;

— JIMarHOCTHKH, yCTpaHEHUsI OTKa30B u HEHCIIPaBHOCTEH,
BOCCTAHOBJICHHSI PabOTOCIIOCOOHOCTH  TEXHUYECKHX CPEICTB  3aIllUTHI
nHpopMmanuu;

— mnpoBefeHuss u3MepeHuil  mapametrpoB [IOMUWUH, co3maBaembix
TEXHUYECKUMHU CpEICTBAMH O0pabOTKM HHGOpMAIMM TIPU  aTTECTAIHH
00BEKTOB  HMH(pOpMATH3alMU, I KOTOPOH  YCTAHOBICH  PEXHM
KOH(QUICHIIMATLHOCTH, TPH aTTeCTallid OOBEKTOB HWH(GOPMATHU3AIMU TI0
TpeOOBaHUAM O€30MaCHOCTH MHGOPMAIINH;

— TpOBEIEHUS W3MEPEHUU TapaMeTpoB (OHOBHIX IIYMOB, a TaKke
(GU3NYECKUX TOJNCH, CO3aBaeMbIX TEXHUYECKUMH CpPEICTBAMHU 3allUThI
UH(pOpMaLny;

— YCTaHOBKH, MOHTa)Xa M HACTPOWKH, TEXHHUYECKOTO OOCITyKHBAHHSI,
JMarHOCTUKH, YCTPAaHEHHsS OTKa30B W HEHWCIPABHOCTEH, BOCCTAHOBIICHHS
paboTOCTIOCOOHOCTH HKEHEPHO-TEXHUUECKUX CPEACTB (PHU3UIECKOM 3aIUTHL;

—  MeXHUYeCcK020 OOCIYHCUBAHUS, OUACHOCMUKY, YCIMPAHEHUs OMKA308 U
HeUucnpagHocmell MexHUYeCKux cpeocms 3auumsl UHGoOpmayuu 3a cuem
NOOOUHBIX DNEKMPOMASHUMHBIX UZTYYEHUU U HA800OK, *

—  MeXHUYeCcK020 OOCIYHCUBAHUS, OUACHOCMUKY, YCIMPAHEeHUs OMKA308 U
HeUucCnpagHocmell MexHu4ecKux cpeocme 3aujumvl aKyCmu4eckou peuegoll
uHpopmayuu om ymeyxKu no mexHu4eckum Kauaiam.*

yMeTh

— TPHUMEHSITHh TEXHHYECKHUE CPEJICTBA TSl KpUNTOrpauueckoil 3ammThl
nH(popMany KOH)UICHINAIBHOTO XapaKTepa;

— TMPHUMEHITh TEXHUYECKUE CPEJCTBA JUISI YHUUYTOXKEHUS MHOOpPMAIUU H
HOCHUTENEeH HHpOpMaIINH;

— TPUMEHITh  HOPMAaTHBHBIE  TPAaBOBbIE  aKThl, = HOPMATHBHEIC
METOAMYECKHE JOKYMEHThI 1O OOECHEeYeHHIO 3alluThl WH(pOpMaIUU
TEXHUYECKUMH CPEICTBAMH,

— TMPUMEHITh TEXHUYECKHE CpeICTBa JUIS 3alluThl HWHOpMAMu B
YCIOBHSIX TPUMEHEHHS MOOWJIBHBIX YCTPOWCTB OOpaOOTKM U Tepeaadu
JTAHHBIX;

— TMPHUMEHITh  CpPEACTBA  OXPAaHHOM  CHTHAIM3AIMH,  OXPaHHOTO
TEJICBUACHUS W CUCTEM KOHTPOJIS W YIPABICHHS ITOCTYIIOM, MEXHUYECKUX
cpeocms  3auumsl aAKyCMU4ueckou peuesoli uHgopmayuu om YmeuKu Hno
MeXHUYeCKuM Kanaiam™;




— TIPUMECHSITh WHKEHEPHO-TEXHUYECKHE CPEICTBA (PH3MUECKOW 3allUThI
00BEKTOB UHPOPMATU3AIHH,

—  Npou3800umb YCMAHOBKY U MOHMANC, HACMPOUKY U UCHbIMAHUE,
MexHUuyecKoe 00CayHCUBAHUE MEXHUYECKUX CPeOCmE 3auumsl UHopmayuu om
ymeuKku 3a cuem NOOOUHBIX INEKMPOMACHUMHLIX U3IYYEHUll U HABOOOK 8
COOMGemMcmeUY ¢ UHCMPYKYUAMU NO IKCnayamayuu u mpeoo8aHusmu
HOPMAMUBHO-MEMOOUHECKUX OOKYMEHMO8 . *

3HaTh

— TIOPSAOK TEXHUYECKOTO OOCTY)KMBAaHHUS TEXHHUYECKUX CPEACTB 3aIUTHI
UH(pOpMaLny;

— HOMEHKJIATYpy NPHUMEHSEMBIX CpEACTB 3allUThl HWHGOPMAIMH OT
HECaHKIIMOHMPOBAHHOM YTEYKU 10 TEXHUYECKUM KaHAJIaM;

— (Qusndeckue OCHOBBI, CTPYKTYpy U YCIOBHS (HOpMHpOBaHUS
TEXHHYECKUX KaHAJIOB yTEUYKU MHPOPMAIIHH, CIIOCOOBI UX BBISIBIICHUS U METOIbI
OLIGHKH OIACHOCTH, KJIACCU(UKALMUIO CYHIECTBYIOMIUX (PU3MUECKUX IONEeH U
TEXHUYECKUX KaHAJIOB yTEUYKH HH(pOpManny;

— TIOPSIIOK YCTPaHEHUS HEHCIPABHOCTEW TEXHUYECKHX CPEJCTB 3aIIUTHI
uHpOpManMM W OpraHM3alMd pPEMOHTA TEXHHUYECKHX CpPEACTB 3aIlUTHI
UHpOpMaLuy;

— METOAWKH HMHCTPYMEHTAIBHOTO KOHTPOJIS A(PQPEKTUBHOCTH 3alIUTHI
uHpopmanuu, oO0pabaTeiBaéMON CPEICTBAMU BBIYUCIUTEILHOW TEXHUKU Ha
00beKkTax HPpOpMATHU3AIUY;

— HOMEHKJIATYpPY W XapaKTePUCTHKH allapaTypbl, WCHOIb3YeMOH s
uzMepenus: napamerpoB [I9MUH, a taxxe mapaMeTpoB (POHOBBIX LIYMOB U
¢u3nyeckux TONeH, CO37aBaeMbIX TEXHHYECKUMH CPEJICTBAMH  3aIIUTHI
UHpOpMaLuy;

— OCHOBHbBIC NPUHIMIBI JCHCTBUS W XapaKTEPHCTHKH TEXHUYECKUX
cpencTB GU3HUECKON 3aIIUTHI;

— HOMEHKJIATypy NPUMEHSIEMbIX CPEACTB (PU3NUECKOM 3aIUTHl 0OBEKTOB
nH(popMaTH3aINY;

— OCHOBHBIE CcIIOCO0BI (hr3NYECKON 3aIUTHI 00BEKTOB HHPOPMATU3AINH;

—  NOpPAO0OK MEeXHUYECK020 0OCIYHCUBAHUS, YCMPAHEeHUe HeUCnpagHoCmell
U OP2AHU3AYUIO PEMOHMA MEXHUYECKUX CPeOCM8 3auyumsl UuHgopmayuu™ ;

— HOpMAMUBHO  NpPAOble  AKMbl,  Memooudeckue  OOKYMEHMb,
HAYUOHAbHBIE CMAHOAPMbL 8 00IACMU 3AUUMbL UHDOPMAYUU 02PAHUYEHHO20
docmyna u ammecmayuu 006vexmos un@opmamuzayuu *;

— HOMEHKIAmypy NPUMEHAEeMbIX CPeOCME 3auumsl UHpopmayuu om
HeCaHKYUOHUPOBAHHOU YMeUKU NO MeXHUYeCKUM KAaHalam U @uauyeckoll
3awumul 06veKmos ungopmamuzayuu. ™ .

*eapuamuenaﬂ yacmov




1.2. KoanuectBo 4aCoB, OTBOAMMOC Ha OCBOCHUC HpO(I)CCCI/IOHaHBHOFO MOOYJIA

Bcero 594 vaca, B ToM umnciie B popMe MpaKTHUECKON MOATOTOBKH 414 gacoB
N3 aux Ha ocBoenue MJIK 366 gacos,
B TOM YHCJIE CaMOCTOsITeNIbHAsA paboTa 14 yacos.
[TpakTrku, B TOM uncie yueOHas 72 Jaca,
MIPOU3BOJCTBEHHAS (110 MPOUITIO crienraibHOCTH) 144 vaca.
KypcoBoii mpoekt (pabota) B coctae MJIK 03.02 30 vacos

DK3aMeH 1o MOAYJII0 3K3aMeH 12 yacoB



2. CTpyKTypa u coaepkanue mpoPpecCHOHATBHOTO MOYJIS

2.1. Ctpykrypa npodeccuonanbHoro Moayist mM.03 3ammra nHGOpMaLUy TEXHUYECKUMU CPEICTBAMU

O6bem npodeccHoHaTFHOTO MOIYJIS, aK.vac,

<
~
m
o % Pabora cTy1eHTOB BO B3aMMOJICHCTBHH C MPENOaBaTeIeM CamocrosrenbHas
HaumeHnoBanus CthEa 2 Et O6yuenune mo MJIK pabota
Kozpr pHbIA | 8 E [IpakTuku
pas3znenon B TOM YHCIIE
KOMIIET o0beM | m F
. | mpodeccuoHaIbH 5 2 [Tpome
eHIUI Harpys .9 JlabopaTopHbI
Oro MOIyJIst = & | Beero | xyrtou KypcoBbix
KH,9aC | m = X U IIpousBoactse
> Hast pabot VYuebHas
= MPAKTUICCKHX HHas
g aTTecT . (IpoeKTOB)
= 3aHATUN
anus
1 2 3 4 5 6 7 8 9 10 11
K 3.1- | Pa3zpmen 1.
gﬁg '14 IIpumenenue
OK11 TEXHUYECKOM 230 122 172 12 86 - 36 - 10
3aIUTHI
uHpOpMaLu
K 3.5 | Pazpmen 2.
OK 01— [Ipumenenue
OKI1, WUH)XEHEPHO-
TEXHUYECKUX
208 148 156 12 82 30 36 - 4
CPEICTB
buznueckoit
3aIUThl 00BEKTOB
UH(pOpMaTU3aLUU




I1K.3.5,
OK 01—
OKl11

IIpousBoacTBeHHa
s1 IpaKTuKa (1o
npoQuIIIo
CIIEIIUATTEHOCTH )

144

144

144

DK3aMeH 10
MOAYJIIO

12

12

Bcero:

594

414

328

36

168

30

72

144

14




2.2. TeMaTH4eCKHH IJIaH B COJIepKaHre MPOheCCHOHATBHOTO MOYJIS

Haumenosanue
pas3nenon
HPOGECCHOATHOTO CopepxaHue yueOHOT0o MaTepHara, § O6beM B
voys (TIM), nabopaTopHble pabOThI U MPAKTUYECKUE 3aHATHS, CAMOCTOSITENbHAs paboTa CTYACHTOB, KypCOBOH qacax
npoekT(pabdoTa)
MEXKTUCIUTITMHAPHBIX
kypcoB (MJIK) u Tem
1 2 3
Paznen 1 IIM.03. IlpumeHeHHe TEXHUYECKOW 3a1IMTHI HHPOpMaIMU 230
M/IK.03.01 Texnuyeckasi 3aliuTa HH(pOpPMaLIUH 194
Pa3ned 1. Konnenuus HHKeHEPHO-TEXHUYECKOH 3aMThl HHopManuu 6
Tema 1.1. IIpeamer u Conepxanue 2
3a/1a41 TEXHUYECKOU [Tpenmer u 3a1a4M TEXHUYECKOH 3aIUThl HHPOpMaIK. XapakTepUCTHKA HHKXECHEPHO-TEXHUYECKON
3alUThl HHQOPMALMK | 3am[UThl HH(OPMAIMK Kak 001acTH HH(GOpMaIMoHHOM 0e30macHOCTH. CHCTEMHBIN TOIXO0/1 IPH PEIICHUN )
3a]1a4 MH)KEHEPHO-TEXHUYECKOM 3auThl HHGopMaru. OCHOBHBIE TapaMeTPhl CHCTEMbI 3aIIUTHI
nH(opMaIuu.
B ToM uncie npakTuyeckux U 1a00paTOPHBIX 3aHATHHA -
Tema 1.2. Ob6uue Coneprxanue 4
II0JIOKCHUS 3alUTBI 3azaun ¥ TpeGOBaHKA K CIIOCO0AM U CPEICTBAM 3aLIUTH HHGOPMALMK TEXHUYECKUMH CPEACTBAMH.
uHbOpMAIH [TpUHIKMITBEI CHCTEMHOTO aHATN3a MPOOJIEM HHKCHEPHO-TEXHUYECKOH 3aIUThl HH)OPMAILIHH. 4
TCXHUCCKNMH Knaccudukanus cnocoGoB M CPEICTB 3aIMTH HH(POPMALIUH.
CpeacTBaMu B TOM uKcIIe IPAKTHYECKUX U J1a00PaTOPHBIX 3aHATHUIH -
Paznen 2. TeopeTuueckue 0CHOBbI MHKEHEPHO-TEXHUYECKOW 3a1IMTHI HHpopMannu 24
Tema 2.1. Undopmanus | Comepkanue 8
KaK MpEeMET 3alllUThI OcobenHocty nHGOpPMAIUKU Kak rpeaMera 3amuTel. CBoiicTBa nHpopmarmu. Buasl, UCTOUHUKH U
HOCHUTENH 3amuinaemMoi nupopmanuu. Jlemackupyromue npu3Haku o0beKTOB HAOIIOACHHSI, CUTHAJIOB U
BeriecTB. [lonsTue 00 onacHoM curnasne. IcTOUHWKH omacHbIX curHaigoB. OCHOBHBIE U
BCIIOMOTaTeNIbHbIe TEXHUYECKHUE CPE/ICTBA, U cucTeMbl. OCHOBHBIE PYKOBOASIINE, HOPMATUBHBIE U
METOJIMYECKUE TOKYMEHTHI 0 3alUTe HHPOPMAIMK U IPOTUBOACUCTBUIO TEXHHUECKOHN pa3BeIKe. 4
B ToM umcie npakTHYeCKuX M 1a0OpaTOPHBIX 3aHATHHA 4




IIpakTueckoe 3ansaTue «CoepKaTebHbIN aHAJIN3 OCHOBHBIX PYKOBOJSIINX, HOPMATUBHBIX U

METOJIMYECKUX JOKYMEHTOB IO 3alUTe MHPOPMAIMK U TPOTUBOACHUCTBUIO TEXHHUECKON pa3BeaKey. 4
Tema 2.2. Texunueckue | Conepkanue 8
KAHAJIbl YTEUKH [TonsiTre u ocobeHHocTH yTeuku HHPopmaruu. CTpykTypa KaHana yreuku nHdopmanuu. Knaccuduxamus
uHpOpMaLu CYLIECTBYIOIIUX (PU3MUYECKHUX MO U TEXHUYECKHX KaHAJIOB yTeUKd MHPOpMaIui. XapakTepucTUKa 4
KaHaJIoB yTeukH uHpopmanuu. OnTudecke, akyCTUUeCKHe, Paii0d3JIEeKTPOHHbBIE U MaTEepUATIbHO-
BEIIECTBEHHBIC KAHAJIB YTEUKH HH(POPMAIMH, UX XapPAKTEPHCTUKA.
B ToM umcie npakTH4YeCKuX M 1a00paTOPHBIX 3aHIATHHA 4
[TpakTrueckoe 3aHsTHE «YTPO3bI HHPOPMAIIMOHHON O€30ITaCHOCTH 4
Tewma 2.3. Metoas! u Conepxanue 8
cpencTBa TexHuuecko | Kimaccudukanms TeXHHUECKUX CPEACTB pa3BeKH. MeTOIbl U CpeAcTBa TEXHUUECKOH pa3Beaku. CpencTsa
pa3BeIKu HECaHKIIMOHUPOBAHHOTO J0CTyNa K HH(popmarmu. CpencTBa U BO3SMOKHOCTH ONTUYECKON pa3BEIKH. 4
CpeacTBa AUCTAHIIMOHHOTO CheMa MH(POpMAIHH.
B ToMm uncie npakTuyeckux v 1a00paTOPHBIX 3aHATHH 4
[IpakTueckoe 3anarue «OpraHu3aiys aTTecTally BbIICICHHOTO ITOMENICHHS 110 TPEOOBAHUAM 4
0e30macHOCTH HHPOPMALIUN
Paznen 3. ®uznyeckne 0CHOBbI TEXHUYECKOW 3a1MTHI HHpOpMannu 32
Tema 3.1. Qusuyeckue | Copepxanue 2
noJis Kaxk Hocumenu OO61mas xapakTepucTUKa TEXHUUECKUX KaHaloB yTeuku nHpopmauuu. [Ipunuune! kinaccupukanuu
ungopmayuu 06 ¢u3nueckux mnosiei kak Hocurene napopmanuu. [ToHATHS 0 METOUKAX U3MEPEHUS XapaKTEPUCTUK
obvexmax*. (bu3HYECKUX MOJEH.. 2
B ToM umcie npakTHYecKuX M 1a00paTOPHBIX 3aHATHHA -
Tema 3.2. ®uzuueckue | CopepxaHue 10
OCHOBBI YTEUKHU duzuyeckre OCHOBBI TOOOUHBIX AJIEKTPOMArHUTHBIX U3TYyYEHUN U HABOJIOK. AKYCTORJIEKTPUYECKHE
UH(pOpMAIIUU TIO npeoOpaszoBanus. [lapasuTHas renepanus paanodJIeKTPOHHBIX CPeACTB. BUabI mapa3suTHBIX CBs3€H 1
KaHaJjiaM MoOOYHBIX HaBOJOK. PU3NYECKHUE SIBICHUS, BBI3bIBAIONINE YTEUKY HH(OPMALIMU 1O LENSAM 3JIEKTPOIUTAHUS U 6
AJIEKTPOMAarHUTHBIX 3a3emieHus. HoMeHKIaTypa 1 XapakTepUCTUKa alnapaTypbl, UCIIOJIb3YEMOH 11 U3MEPEHUs [TapaMeTPOB
U3TYyYEHUH ¥ HABOJOK | MOOOYHBIX JIEKTPOMArHUTHBIX U3ITyUYeHHI U HABOJIOK, ITApaMeTPOB (POHOBBIX ITYMOB U (PU3HIECKHUX
noJjen
B ToM umcie npakTH4YeCcKuX M 1a00paTOPHBIX 3aHATHHA 4
[Tpaktuyeckoe 3anstue «M3mepenne napameTpoB (PU3NIECKUX MOIEH» 4




Tema 3.3.
Jlemackupyrowue
NPUSHAKU 0OBEKMO8

Coneprxanue

OcHoBHbIE CUTHAJBI M UX UCTOYHHUKHU. Omno3HaBaTeabHble Tpu3Haku. [Ipu3Haku nesrenbHOCTH. BumoBbie
nemMackupytomme npusHaku. Kiaccuukanus CUrHanoB (aHATOTOBBIE, aKyCTUYECKUE, PEUCBBIE,

HaOI00eHUs U IMCKPETHBIE, IEKTPUUECKHUE, TeserpadHble, peryisipHble, MarHUTHBIE, TEJIEKOA0BBIE, ClTyYaiiHbIe, 4
cueHanog™. 3JIEKTPOMArHUTHBIE, (DaKCUMUIIbHBIE, KOPITYCKYJISPHBIE, TEJIEBU3MOHHbIE, MATePHaIbHO—BELIECTBEHHbIE,
ycioBHbI€). CIIEKTp CHrHaja.
B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH 4
ITpakTnueckoe 3aHATHE «V3yyeHHE COEKTPOB CUTHAJIA» 4
Tema 3.4. ®uzuueckue | CopepxaHue 6
IIPOLIECCHI IIPH CkpsITHe pedeBoil nHpopMalny B KaHallax cBA3U. [logaBneHne onacHbIX CUTHAJIOB aKyCTOAIEKTPUIECKUX )
NIOJABJICHUH ONACHBIX | mpeoOpa3oBaHuil. DKpaHUpOBaHHE. 3alIyMIICHHE.
CHUTHAJIOB B ToM uncie npakTHYecKuX M Ja00paTOPHBIX 3aHATHHA 4
ITpakTnueckoe 3ansaTue «Pacuer 3¢ppekTHBHOCTH IKPAHUPOBAHUS 3AIUTHBIX SKPAHOB)» 4
Tema 3.5 Paouoesonnwi Conepxanue 6
u ux ceoticmea*. [MpuHumne! pagnocssu. [lonsaTue o paguokanaie. BiusHue noHocheps! 1 3eMiln Ha pacpOCTPaHEHHUE
paauoBoIIH. PacipocTpaHeHne U IPUMEHEHHUE 2JICKTPOMAarHUTHEIX BOJIH. CBOMCTBA 3JIEKTPOMAarHUTHBIX
BOJIH (IIPOXOXAECHUE U TOIJIOIIEHNE BOJIH, OTPAXKEHNE OT METAININYECKON IIACTUHKH, U3MEHEHNE 4
HaMpaBJICHUs Ha FPaHULIE AUAJIEKTPUKA (IIPEIOMIIEHUE), TONIEPEYHOCTh 3JIEKTPOMArHUTHBIX BOJIH,
uHTEephEpEHIHs).
B ToM umcie npakTH4ecKuX U 1a00paTOPHBIX 3aHATHMA 2
[IpakTrueckoe 3aHATHE «DIEKTPOMArHUTHbBIE KOICOAHHS 1 BOJTHbBD) 2
Pa3nea 4. CucreMbl 3alIUTHI OT YTeYKH HHPOpMaNMH 58
Tema 4.1. CucteMebl Conepxanue 8
3alIUTHI OT YTEUKH TexHuueckue cpeacTBa akyCTHUECKOM pa3Beku. HemocpeacTBEHHOE MOICIyIIMBAaHUE 3BYKOBOM
UH(pOpMaLUHU IO uHpopmanuu. [IpocaymmBanue nHGopMaIy HanpaBICHHBIMUA MUKpOodoHamMu. CucTema 3alThl OT 4
aKyCTHYECKOMY KaHally | yTeuKH 110 aKyCcTHYecKoMYy KaHainy. HoMeHK1aTypa mpUMeHsSIeMbIX CPEJICTB 3alUThl HHGOPMAIIUU OT
HECAaHKLMOHMPOBAHHOW YTEUKHU 110 aKyCTUYECKOMY KaHaJy.
B ToM umcie npakTHYeCKuX M 1a0OpaTOPHBIX 3aHIATHHA 4
[IpakTrueckoe 3aHATHE «3allUTa OT YTEUKHU 10 aKYCTUYECKOMY KaHAIIy» 4
Conepxanue 8




Tema 4.2. Cucremsl
3aIIUTHI OT YTEUKU

[Tpuniun pabotsl MukpodoHa u Tenedona. McnoabzoBaHne KOMMYHHKAIMKA B KAUECTBE COCTMHUTEIBHBIX
npoBoJioB. HernacHas 3anuce nHpopmanuu Ha JUKTO(GOHBI. CHCTEMBI 3aIUThI OT JUKTO(OHOB.

uH(POpPMAIIUH TI0 Homenkmarypa mpuMeHsIeMbIX CPEICTB 3allUThl MH(OOPMAIIUK OT HECAHKIIMOHUPOBAHHOM YTEUKH 10 4
MIPOBOJAHOMY KaHAIly IIPOBOJAHOMY KaHaIIy.
B ToM uncie npakTU4ecKuX U JT1a00paTOPHBIX 3aHATUH 4
[IpakTueckoe 3anaTue «CUCTEMBI 3aLIUTHI OT YTEYKU HHGOPMAIIUU 10 TPOBOJHOMY KaHAITy» 4
Tema 4.3. CucteMebl Coneprxanue 8
3aIUTH] OT YTEUKH DNEeKTPOHHBIE CTETOCKOIBL. JIa3epHbIe cHCTeMBI MOACTYIMBaHusA. [ HapoakycTHIeCcKre MpeoOpa3oBaTeiH.
uH(bOpMaIKH O CucreMsl 3aIUTHl HH(OPMALIMK OT YTEUKH M0 BUOpAIIMOHHOMY KaHainy. HoMeHkiaTypa mpuMeHseMbIX 4
BUOPAIIIOHHOMY CPEICTB 3alIMThl HHGOPMAIMH OT HECAHKIIMOHUPOBAHHOMN YTEUYKH 10 BUOPALIMOHHOMY KaHAIY.
KaHay B ToM umcie npakTH4YeCKuX M 1a00paTOPHBIX 3aHIATHHA 4
[TpakTdeckoe 3aHATHE «3aIIUTa OT YTEYKU MO0 BUOPOAKYCTHIECKOMY KaHATY» 4
Tema 4.4. CucteMebl Conepxanue 12
3aIUTH] OT YTEUKH [TpocnymuBanue nHpopmanuu ot paguotenedonos. [IpocnymuBanue nHpopmManuu ot padoTaromei
uH(bOpMaIUHU O anmapatypsl. [IpocaymmBanue nHpopmau ot paarnosaxianok. [IpueMunku nadopmanuu ¢
AJIEKTPOMarHuTHOMY paauno3akianok. [IpocnymmBanrue nHGOPMAIIUU O TACCHBHBIX 3aKIaA0K. CHCTEMBI 3aIUTHI OT YTEYKH 110 4
KaHajy AJIEKTPOMAarHuTHOMY KaHainy. HoMeHkIaTypa npuMeHsieMbIX CPECTB 3alUThl HHPOPMAIH OT
HECAaHKI[MOHUPOBAHHOM YTEUKH MO 3JEKTPOMAarHUTHOMY KaHaJy.
B ToM umcie npakTH4ecKuX U 1a0OpaTOPHBIX 3aHATHMA 8
[IpakTuueckoe 3ansatue «Onpenenenue kaHanoB yreuku [I9MUH» 4
[TpakTHueckoe 3aHsTUE «3aluTa OT YTEUKH M0 LEMsIM MIEKTPOINUTAHUS U 3a3€MJICHUSD) 4
Tema 4.5. CucteMebl Coneprxanue 8
3alllUTHl OT YTEUKU KoHTakTHBIN 1 OECKOHTAKTHBIN METOABI CheMa HH(OPMAIIUHU 33 CYET HEMOCPEACTBEHHOTO TOKITIOUSHHS K
nH(popMauu mo tenedonHol manK. Mcnons3oBanne MUKpodoHa TeaedOHHOTO anmnapara npy MoJI0KEHHOH TeneoHHON 4
Tene(OHHOMY KaHaly | TpyOke. YTeuka HH(OPMAIIUH IO COTOBBIM IIEISAM CBs3u. HOMEHKIaTypa NpUMEHSEMBIX CPEICTB 3aIUThI
MH(GOPMAaLIMK OT HECAaHKLIIMOHUPOBAHHOW YTEUKHU IO TeJIe(OHHOMY KaHaIy.
B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH 4
[IpakTnueckoe 3aHaTue «TexHMYECKHE CPECTBA 3alIUThl HHPOpMAIUH B TeJIe(OHHBIX JTUHUIX)» 4
Coneprxanue 8




Tema 4.6. Cucremsl

HuszkovacToTHOE yCcTpOHCTBO cheMa nH(popMaIy. BEICOKOUAaCTOTHOE YCTPOMCTBO cheMa HH(POPMAIIHH.

3aIUTHI OT YTEUKH Homenknarypa npuMeHsieMbIX CPEACTB 3alUThl HHOOPMALIUK OT HECAHKIIMOHUPOBAHHOM YTEUKHU 10 4
uH(POpPMAIIUH TI0 NIEKTPOCETEBOMY KaHally.
IEKTPOCETEBOMY B ToM uncie npakTu4ecKuX U J1a00paTOPHBIX 3aHATUI 4
KaHalry [TpakTnueckoe 3anaTne «CHCTEMBI 3aIIUTHI OT YTEYKU HHPOPMAIUH 110 JIEKTPOCETEBOMY KaHATY» 4
Tema 4.7. Cuctembl Coneprxanue 6
3aIUTHI OT YTEUKH TeneBusuonnslie cucteMbl HaOmoaeHus. [Iprudopsl HouHOTrO BUeHUS. CUCTEMBI 3aIUTH HHPOPMAIIH 110 4
UH(pOpMAIUU IO ONTHYECKOMY KaHaly.
ONTUYECKOMY KaHaILy B ToM umcie npakTH4ecKux U 1a00paTOPHBIX 3aHATHIMA 2
[TpakTueckoe 3anaTne «CHCTEMBI 3aIIUTHI OT YTEYKU MHPOPMAIIUH TI0 ONITUYECKOMY KaHATY» 2
Paznea S. llpumeHeHune M IKCIUTyaTalMsi TEXHHYECKUX CPEACTB 3alMThI HHpopMaunu 52
Tema 5.1. Ilpumenenne | Coneprkanue 18
TEXHUYECKUX CPECTB TexHuuyeckue cpeacTna sl YHHYTOXKEHUS HHPOPMAIMKU U HOCUTeNel nHpopMaluu, mopsIok
3amuThl HHGOpMALUN | mpuMeHeHus. [TopsI0K IPUMEHEHHST TEXHHYECKUX CPEICTB 3alUThl HHPOPMAIIUU B YCIOBUAX
MPUMEHEHHSI MOOMJIBHBIX YCTPOUCTB 00pabOTKU U nepeaun AaHHbIX. [IpoBeneHne usmepeHui
MapaMeTpoB MOOOYHBIX FJTCKTPOMATHUTHBIX U3ITyUYEHUH M HABOJIOK, CO3/IaBAEMBIX TEXHUICCKIMU 8
CpeICTBaMU 3aIUThl HHPOPMAIINH, IPU MPOBEACHUHU aTTecTaliuu 00bekToB. [IpoBenenne usmepenuit
napamMeTpoB (POHOBBIX IIYMOB U (PU3MUECKHUX TOJIEH, CO3/]aBAEMBIX TEXHUYECKIMH CPEACTBAMHU 3aIUTHI
nHpopManuu.
B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH 10
[TpakTnueckoe 3ansTue «lIpuMEeHEHNE TEXHUUECKUX CPEACTB 3alUThl HHPOPMAITUI)) 10
Tema 5.2. Conepxanue 20
Okcmyaranus DTansl SKCIUTyaTallii TEXHUIECKUX CPEJICTB 3alIUThl HHGOpMaIuu. Buabl, cogepxaHue u mopsIoK
TEXHUYECKUX CPECTB MIPOBEJICHUS TEXHUYECKOTO 00CTY>KUBAaHUS CPEJICTB 3alIUTHl HHPOpMaIMU. Y CTAaHOBKA M HACTPOUKa
3alUThl MHQOPMALUM | TEXHHYECKHMX CPEJCTB 3aIIUTHI HH(pOPMaIiK. J[MarHOCTHKA, YCTPaHEHHE OTKA30B U BOCCTAHOBJICHHE 8
paboTOCIIOCOOHOCTH TEXHUYECKUX CPEACTB 3aluThl HHGopManuu. OpraHu3anus peMOHTa TEXHUYECKUX
cpencTB 3ammThl nHGopMmarmn. [IpoBeneHue arrectaiiui 00bEKTOB HH()OPMATH3AIIHH.
B ToM umcie npakTHYeCKuX M 1a00paTOPHBIX 3aHATHHA 12
[TpakTdeckoe 3aHATHE «DKCIUTyaTalHsl TEXHUYECKUX CPECTB 3aIIUTHI HHPOPMAITHI) 12
Conepxanue 6




Tema 5.3.
Jluyensuposanue 61008
oesmenbHoOCmu 6

[Tonsitre nmureH3upoBanus. CTPyKTypa CUCTEMBI JTUIICH3UPOBAHUS B 00J1aCTH TEXHUYECKOM 3aIUTHI
nH(popManuu. Buabl TuiieH3upyeMon nesaTeIbHOCTH. 3aKOHOAATSIbCTBO U HOPMATHUBHAS JOKYMEHTAITUS B
o0acTy AUICH3UPOBAHUS 3AIIUTHl THPOPMAIIUU. AJTOPUTM TTOIa4YH 3asBICHHS HA JIUIICH3UPOBAHUE

obracmu mexHuyeckou | NEATEIbHOCTH B 00JIACTH TEXHUYECKOU 3a1UThl HHGOpMaIuu 2
3awumul uHpopmayuu*
B ToM uncie npakTU4ecKuX U JT1a00paTOPHBIX 3aHATUI 4
[IpakTnueckoe 3anatue «llouck u U3yueHue NOKyMeHTALMs B 00JACTH JIMIEH3UPOBAHUS 3aILIUTHI 4
uHpOpMaIUN
Tema 5.4. Conepxanue 8
Axxpeoumayus =
DCSIMENBHOCTIL @ AKKpequTanus 1esTeIbHOCTH B 00J1aCTH TEXHHUUECKOU 3aiuThl nHpopmanuu. TpeboBaHus K
obnacmu mextuveckoi | AKKPEHTAIHY. Peectp akkpeMTOBaHHBIX UCIIBITATEILHBIX JIAOOPATOPHL. ATTECTALIHS O6’beIiTa OLICHKH
saugumpl ungopyayuu* no TpeboBanusM OezonacHocTu. CepTUHUKAIHS CPE/ICTB 3aLLUThI uHpOpMaIUH. HpOTHBgneHCTBHe 4
MHOCTPAHHBIM TEXHUYECKUM Pa3BEAKaM M SKCIIOPTHBIN KOHTPOJIb B 001aCTH TEXHUYECKOM 3aIlIUThI
uHpOpMaInu.
B ToM uuncie npakTU4ecKuX U J1a00paTOPHBIX 3aHATUI 4
[TpakTrueckoe 3aHsTHE «ATTECTAIMs 0OBEKTA OLIEHKH TI0 TPEOOBAHUSAM OE30TTACHOCTH 4
[IpumepHas TemaTuka BHEAYAUTOPHONW CaMOCTOSATENILHOM padOThI IpU U3yUeHHUH pasjena |
3HakoMcTBO ¢ pykoBosAmUMH JokyMeHTamMu @CTIOK Poccun mo CBT, u AC or HC/I. nmoka3zarensimu 3amuiieHHocTy cpeacts BT 10
ot HCJ] x undopmanuu, knaccamu, u rpynmnavu 3anmuimeHnoctad CBT or HC/I. kinaccudukarueir aBToMaTu3upPOBAHHBIX CUCTEM U
TpeOoBaHUsIMU TpynnaMu 3anuineHHocTH AC u TpeOOBaHUSIMU K HUM
IIpomexyTouHas arrectanus B ¢popme 3k3amena no MJIK.03.01 12
YyeOHas npakTuka pasaena 1
Bunsr pabor:
— U3mepenune mapameTpoB GU3NUECKUX TTOJICH.
— Omnpenenenue kananos yreuku [IOMUH. 36

— TlpoBeneHue u3MepeHuit mapameTpoB GOHOBBIX ITYMOB M (PU3NYECKUX IOJIEH, CO3/1aBaEMbIX TEXHUYECKUMU CPEICTBAMU
3aIUThl UHPOPMAIIUH.
— VYcraHOBKa U HACTPOMKA TEXHUYECKHUX CPEJCTB 3alIUTH HHPOPMAITIH.




— IIpoBenenune m3mMepeHmii mapaMeTpoB MOOOYHBIX IIEKTPOMATHUTHBIX M3ITyUYSCHHIH U HABOJOK.

— TlpoBenenue aTrectanuu 00BEKTOB HHPOPMATHIAINH.

—  Ocywecmenenue 31eKmpoMaHUMHO20 IKPAHUPOBAHUS PA3TUYHBIMU cnocobamu. *

—  Bwibop 21ekmpomacHumublx IKpanos. *

— Pacuem ocHo8HbIX napamempos 3Kkpana. *

—  Pacuem u uncmpymeHmansuwvlil KOHMPOIbL NoKa3ameneu 3auumol UHGOPMAyuy pasiuidHbIMU Cpeocmeamu UsMepeHus npu
UHCIMPYMEHMATbHOM KOHmpoae. ™

Pa3nea 2 IIM.02. IIpuMeHeHNe HHKEHEPHO-TEXHHYECKHX CPeICTB (PM3HYECKOI 3a1IUThI 00bEeKTOB HH(OpMaTH3aALUH 208
MJK.03.02 Un:xeHepHO-TeXHUYeCKHE CPeACTBA (pM3HYeCKOii 3a1IMThI 00beKTOB MH(OPMaTH3 AU 180
Pa3nea 1. IlocTpoeHue M OCHOBHbIE XaPAKTEPHUCTHKH MHKCHEPHO-TEXHHYECKHUX CPEACTB (PH3MUYeCKON 3alNThI 28
Tema 1.1. Lenu u Conepxanue 14
3a1a4H QU3MICCKOM XapakTepUCTHKH MOTEHIIHAILHO OMAcHBIX 00beKTOB. ColepkaHue U 3a1aui (PU3HIECKOM 3aIUThI
3aIUTHI 00BEKTOB 00bekToB nH(popMaTH3aiwu. OCHOBHBIC MOHATHS HHXECHEPHO-TEXHHUECKUX CPEICTB (PU3NUECKO
MHpOpMaTH3AIHMH 3amuThl. Kareropuposanue 00beKTOB HH(pOpMaTH3alii. MOIelb HAPYIIUTENS U BO3MOKHBIE ITyTH U
CIOCOOBI €r0 MPOHUKHOBEHUS Ha OXpaHsIeMblii 00beKT. OCOOCHHOCTH 3aj1au OXpaHbl Pa3IHUHBIX TUIIOB
00BEKTOB. 6
B ToM umcie npakTH4ecKuX U 1a0OpaTOPHBIX 3aHATHMA 8
[TpakTrueckoe 3aHsTHE «XapPAKTEPUCTHKA OOBEKTA 3aITUTHI) 2
[TpakTyeckoe 3aHsATHE «AHAIN3 HOPMATUBHO-TIPABOBOM 0a3bl (PM3UYECKOM 3aIUTHD). 2
[Tpaktrueckoe 3anstue «DopmupoBaHue TpeOOBaHUN K PU3NUECKON 3aIIUTE OOHEKTA) 4
Tema 1.2. Obuue Copepxanue 14
CBeICHUS O OO6mre npuHIUIEL 0OecriedeHus 0€30MacHOCTH 00BEKTOB. JKU3HEHHBIN UK CUCTEMBI (PU3HUECKON
KOMILJIEKCaxX 3amuThl. [IpUHLIKITBI TOCTPOSHHS HHTETPUPOBAHHBIX CUCTEM oxpaHbl. Kiaccudukanus u coctas
WH)XEHEPHO- MHTETPUPOBAHHBIX CUCTEM OXpaHbl. TpeOoBaHUs K MHKEHEPHBIM CpeACcTBaM (PU3NUECKON 3alUTHI. 6
TEXHUYECKUX CPENCTB | MHXKeHepHble KOHCTPYKIMU, TIPUMEHSIEMbIE 111 IPEAOTBPALLICHUS! IPOHUKHOBEHHS 3I0YMBIIICHHUKA K
(U3UYECKOM 3aITUTHI HMCTOYHHKAM WH(opManuu.
B ToM umcie npakTH4YeCKuX M 1a00paTOPHBIX 3aHIATHHA 8
[TpakTuyeckoe 3ansaTue «M3ydeHne HHXEHEPHBIX KOHCTPYKIUN, MPUMEHAEMBIX ISl TPEI0TBPAILICHHS 2
IIPOHUKHOBEHUS 3JI0YMBIIIUICHHUKA K HICTOYHUKAM HH(OpMarmmn»
Pa3nes 2. OcHOBHbI¢ KOMIIOHEHTBI KOMILIEKCA HH/KEHEPHO-TEXHUYECKHUX CpecTB (U3NYEeCKOH 3alUThI 64
\ Conepxanue 14




Tema 2.1 Cucrema

WudopmanroHHbIe OCHOBBI OCTPOSHHS CUCTEMbI OXpaHHOM curHanu3aunu. Haznavenue,

OoOHapyKeHUs KJaccuukanms TeXHUYECKUX CpecTB oOHapykeHus. [locTpoenne cuctem odecniedeHus: 0€30MacHOCTH 6
KOMILJIEKCa oo0nekra. [lepumeTpoBbie cpeicTBa OOHAPYIKEHUS: HA3HAUCHHE, YCTPOUCTBO, MPUHITUI ICHCTBUS.
UH)XEHEPHO- OObeKTOBbIE cpeicTBA OOHAPYIKEHUS: HA3HAYCHHE, YCTPOMCTBO, MPUHIUN JICHCTBUSL.
TEXHUUYECKUX CPECTB B ToM uncie npakTU4ecKuX U JT1a00paTOPHBIX 3aHATUH 8
(u3HYECKOH 3alIUThI [IpakTuueckoe 3ansaTue «MOHTaX JATYMKOB MOKAPHOU M OXPAHHOW CUTHAJIU3ALIUI 8
Tema 2.2. Cuctema Conepxanue 16
KOHTPOJIA U MecTto cuctemsl KoHTpouis U yrpasierus noctynom (CKVY /) B cucreme obecnieuenrst nHGOPMAIIMOHHOM
yIpasieHus JocTynoM | 6e3onacHocTH. Ocobennoctr noctpoeHus u pazmenieHuss CKY Jl. Ctpykrypa u cocrap CKV /1.
[Tepudepuiinoe odopynoanue u Hocurenu nHGopmamuu B CKY JI. OcHOBBI TOCTPOCHUS U IPUHIIUTIBI ]
¢dbyukuronnpoBanus CKY /I, Knaccudukanus cpeacts ynpapieHus noctynoM. Cpeactsa uiaeHTHGUKAITIN
1 ayreHTU(UKamu. MeToapl y1ocTOBepeHHs THIHOCTH, npuMeHsembie B CKY JI. O6napyxenue
METAIIMYECKUX ITPEIMETOB U Pa/IMOAKTUBHBIX BEIIECTB.
B ToM uncie npakTuyeckux U Ja00paTOPHBIX 3aHATHH 8
[IpakTueckoe 3anatue «PaccMoTpeHre NPUHIIUIIOB YCTPOUCTBA, pabOThI M MPUMEHEHHSI alapaTHbIX
CPEICTB ayTEHTU(UKALIUN TTOTE30BATEIISD) 4
[TpakTuueckoe 3ansTHE «PaccMOTpeHHE MPUHIIUIIOB YCTPOHUCTBA, paOOTHI M MPUMEHEHUS CPEIICTB 4
KOHTPOJISI TIOCTYTIa»
Tema 2.3. Cuctema Conepxanue 12
TEJIEBU3MOHHOTO Amnanorosble 1 IU(poBbIE CUCTEMBI BUAeOHAOM01eHus. HazHaueHne cuctemMbl TeIeBU3HOHHOTO
HAOIIOACHUS HaOmoeHusi. CocTaB CHUCTEMBI TEICBU3MOHHOTO HabmoaeHus. Buneokamepsl. OOBEKTHUBEIL. 4
Tepmoxoxxyxu. [loBopoTHbie cucteMbl. MHbpakpacHbie ocBeTUTENH. [|eTEKTOPHI IBMIKEHUS.
B ToM uncie nmpakTudeckux M Ja00paTOPHBIX 3aHATHH 8
[IpakTueckoe 3anatue «PaccMoTpeHre NPUHIIUIIOB YCTPOUCTBA, paOOThI M IPUMEHEHHSI CPECTB ]
BUJICOHAOTIOICHUS.
Tema 2.4. Cuctema Conepxanue 12
cbopa, 06paboTKH, Knaccudukanus cucremsl coopa u 00padotku nHpopmanuu. Cxema pyHKIHOHUPOBAHUS CUCTEMBI cOOpa
OTOOpaKECHHS U 1 00paboTku nHpopmaIuu. BapuaHThl CTPYKTYp MOCTPOCHHS CUCTEMBI cOOpa U 00paboTKH MH(OpMAITUH. 4
JIOKYyMEHTHUPOBaHUS YcTpoiicTBa 0TOOpakeHUs U JOKYMEHTUPOBaHUsI MHGOpMAIIUH.
MHpOpMaIn B ToM unce npakTu4ecKuX U J1a00opaTOPHBIX 3aHATUI 8




[TpakTuyeckoe 3ansTue «PaccMoTpeHue NPUHIMIIOB YCTPOUCTBA, pabOThl U MPUMEHEHUS CUCTEMBI cOopa

1 00pabOTKH HHMOPMAITUN. 8
Tema 2.5 Cucrema Coneprxanue 10
BO3/ICICTBUS Haznauenue u kiaccuukanys TEXHUYECKUX CPeACTB Bo3ielcTBUsA. OCHOBHBIE MTOKA3aTeNIN TEXHUYECKUX )
CPEJCTB BO3ACUCTBHUSI.
B ToM umcie npakTHYecKuX M 1a00paTOPHBIX 3aHATHHA 8
[IpakTnueckoe 3ansatue «MccneqoBaHne TEXHUYECKUX CPEACTB BO3ACHCTBUS» 8
Pa3ned 3. IlpuMeHeHne U IKCITyaTalMsl HHKEHEPHO-TEXHUYECKHX CPecTB (PM3HYeCKOH 3alIUThI 42
Tema 3.1 [Ipumenenue | Conepkanue 18
WH)XEHEPHO- [TepumeTpoBbie 1 00BEKTOBBIE CPEACTBA OOHAPYKEHUS, TOPAIOK MpuMeHeHus. PaboTa ¢ nepudepuitnpim
TEXHUYECKUX CPECTB 000py/1I0BaHNEM CUCTEMBI KOHTPOJIA U YIIpaBieHUus 1ocTynoM. OcoOEHHOCTH OpraHU3allK MPOITYCKHOTO
(U3UYECKON 3aIIUTHI pexxnma Ha KIIIT. YrnpaBnenue cucteMoil TeJIeBU3MOHHOTO HAOIIOICHUS C aBTOMAaTU3UPOBAHHOTO 6
pabouero mecra. [lopsiiok nmpuMeHeHHs yCTPOHCTB OTOOpakeHUs U JOKYMEHTHUPOBaHUS HHGOpMAIUH.
YpaBieHue CUCTEMOM BO3IEMCTBHS.
B ToM umcie npakTH4ecKuX M 1a00paTOPHBIX 3aHIATHHA 12
[Tpaktuyeckoe 3ansaTue «OueHka 3pPpeKTUBHOCTH 3aIIUTHI HHPOPMALIUN 6
IIpakTueckoe 3ansaTue «Pa3paboTka CTPYKTypHOI cXeMBbI U cienu(UKaIi 000py10BaHH» 6
Tema 3.2. Conepxanue 16
Okcmyaranus Otanbl 3KcIUTyaTauud. Bunel, comepkaHue M TOPSIOK TNPOBEACHHUS TEXHHUUECKOTo OOCITy)KMBAaHUS
WH)XEHEPHO- WHXEHEPHO-TEXHUUECKUX CPEACTB (PMU3MUECKOM 3aIlUThl. YCTAaHOBKAa M HACTpPOWKa MEPUMETPOBBIX U
TEXHUUYECKUX CPECTB OOBEKTOBBIX TEXHHUYECKUX CpEACTB  OOHapyXeHHs, mnepudepuitHoro o0OpyIOBaHUS  CHCTEMBI
(U3UYECKOM 3aITUTHI TEJEBU3UOHHOTO HAOMOAeH!. /[[narHocTuka, yCTpaHeHHE OTKAa30B M BOCCTAHOBJIEHHE pab0TOCIIOCOOHOCTH
TEXHUYECKHX CPEACTB (u3nMueckoil 3ammrtel. OpraHu3anys peMOHTAa TEXHUYECKUX CPEICTB (U3UUECKOI
3aIUTEIL. 2
B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH 14
[IpakTnueckoe 3anstue «llnaHnupoBanue U NMPOEKTUPOBAHHE BHYTPEHHUX HOPMATHUBHBIX JOKYMEHTOB IO 5
BBEJICHUIO CPEJICTB 3aLIUTHI HH()OPMAIIMH B SKCILUTYaTAIIHIO
[IpakTnueckoe 3anatue «V3ydyeHne MPUHLMIIOB AMATHOCTUKH, YCTPAHEHHUS OTKA30B M BOCCTAaHOBIICHUS 2
paboTOCIOCOHOCTH TEXHUUECKUX CPEACTB (PU3MUESCKON 3aIUTHDY
[IpumepHas TemMaTHKa BHEAYTUTOPHOM CAMOCTOSITEIHHOM pabOThI 4




N3ydeHne OCHOBHBIX Omepaluii IpOBEACHHsI TEXHUUECKOr0 00CTYKUBAHUS MH)KEHEPHO-TEXHUYECKUX CPEICTB (pu3mueckoi
3aIlUTBHIL.

Pa3Merienne nepuMeTpoBBIX CPEICTB OOHAPYKEHHS HA MECTHOCTH.
CamocrosTenbpHee H3yUeHHUs MOPsIKa IOMycKa CyOBEKTOB Ha OXpaHsieMble 00BEKThI

TemaTnka KypcoBBIX IPOEKTOB (padoT)

1.

Pacyer oCHOBHBIX MMOKa3aTesel KauecTBa CUCTEMbl OXPAHHOM CUTHAIM3AIMN 00beKTa HH(OpMaTU3alUH.

2. BpI0op BapuaHTa CTPYKTYPBI IIOCTPOCHHS CUCTEMBI cOOpa 1 00paboTkn nH(pOpMaIuu 00bekTa HHPOPMATH3AIIUH. 30
3. TloctpoeHue cucTeMbl 0OecTiedeHs 0€30TacCHOCTH 00BheKTa HH(OPMATH3AIKHK C 3aJaHHBIMH ITOKa3aTEIsIMU KauecTBa.
KoncyabTanus 4
IIpomeskyTounas arrectauus B ¢popme s3x3amena no MJIK.03.02 8
Y4eOHas npakTHKa pa3gena 2 36
Bunpr pabort:
1. MoHTaX pa3IHYHbIX TUIIOB JaTYUKOB.
2. TlpoexTupoBaHHE YCTAHOBKU CUCTEMBI TIOKAPHO-OXPAHHOHN CUTHAIM3AIINH 110 33JaHHUI0 U €€ peaTn3arusl.
3. TlpumeHeHHE MPOMBIIIEHHBIX OCIUIIIOTPadOB, YACTOTOMEPOB M TEHEPATOPOB U IPYTOro 0OOPYIOBAHHSI TS 3AIIUTHI
uH(pOopMaIuu.
4. PaccMmoTpeHHEe CUCTEMBbI KOHTPOJIS U YIPaBICHUS TOCTYIIOM.
5. PaccmoTpeHne npUHIMIIOB pabOThl CUCTEMBI BUI€OHAOIIOIEHUS U €€ TPOEKTHPOBAHHUE.
6. PaccMmoTpeHue AaTYMKOB EpUMETpPaA, UX MPUHIUIIOB PabOTHI.
7. BpInoJIHEHNE 3BYKONU30JSUNA TIOMEIIEHUN CUCTEMBI 3aITyMJICHUS.
8. Peanmm3anus 3aUThl OT YTEUKHU IO LETISIM JJICKTPOTIUTAHUS U 3a3EMIICHUS.
9. Pa3paboTka OpraHM3aIMOHHBIX U TEXHUYECKHX MEPONPUATUN IO 3aIaHUIO TIPETIOAaBaTEs;
10. Pa3paboTka OCHOBHOW JOKYMEHTAITMH 110 HHXCHEPHO-TEXHUICCKOH 3anuTe HHPOPMAITHH.
IIpou3BoacTBeHHAs NMPAKTHKA 144

Bunsr pabot

1.

2.
3.
4

Ananuz 06vekmos ungopmamuzayuu npeonpusmull, yupexcoeHull u opeanuzayuil. *

Ananus pecypcos obecneyeHuss UHHCeHepHO-MeXHUYecKol 3awumaol uHgopmayuu. *

H3yuenue ocHoBHbIX 5MAaAn06 NPoeKmupos8anus CUCemMbl 3auumvl UHGOPMAYUYU MEXHUYEeCKUMU cpeocmeamu ™
Yyactue B MOHTaxe, 00CITy’)KMBaHUH U YKCIUTyaTallil TEXHUYECKUX CPECTB 3aIIUTH HHPOpMAIIHH;




5. VYwuyacTtre B MOHTa)ke, OOCITY)KHBaHUH U YKCILTYaTaIllUU CPEJCTB OXPaHbI U OE30MMACHOCTH, MHKCHEPHOU 3aIUThI U
TEXHUUYECKON OXpaHbl 00bEKTOB, CUCTEM BHICOHAOIOICHHS;

6. YuacTHe B MOHTa)ke, OOCITY)KHBaHUH U YKCILTyaTaIlliu CPECTB 3alUTH HH()OPMAIIMK OT HECAHKIIMOHUPOBAHHOTO ChEéMa U
YTEUKH 110 TEXHHYECKHM KaHaIaM;

7. TlpuMeHeHHe HOPMATUBHO MPABOBBIX AKTOB, HOPMATHBHBIX METOIMUYECKUX JOKYMEHTOB 110 00ECIICYEHUIO 3aIIUTHI
UHPOPMAIINN TEXHHYECKUMH CPEIICTBAMH.

8. Oyenka s¢ghghexmusrnocmu 3awumol ungopmayuu™

IIpomexxyTouHas aTTecTanus B (popMe IK3aMeH MO MOIYJTIO 12

Bcero 594




3. VYcnoBus peanuzanuu paboueld mporpammbl MPOPECCHOHAIBHOTO
MOMYJIs

3.1. [Inst peanu3anuu nporpaMmbl NpOPECCHOHATBHOTO MOAYJIS JOJIKHBI
OBITh MPEIYCMOTPEHBI CIAECAYIOUINE CTIeHNATbHbIE TOMEICHHUS:
JlaGopaTopus TEXHUYECKUX CPEACTB 3aIIUTHI HH()OpPMALIUU

3.2. UudopmanmonHoe obecriedeHne peain3aiuy IporpaMMel

OcCHOBHBIE ITI€YaTHBIEC U OJICKTPOHHBIC U31aHH

1.3aitueB, A.Il. Texuuueckue cpeacTBa U METObI 3AIUTHI HHPOPMALIUU:
y4e€OHUK ISl CTYJEHTOB BY30B, OOYyYalOLIMXCs MO TPYIIE CHEHUaNIbHOCTEN -
"Undopmannonnas OezonmacHocts" / A.Il. 3aiiues, P.B. Memepskos, A.A.
[llenynaHoB .- 7-e u3a., ucop. .- Mocksa : I'opgyas nunus - Tenexom, 2019 -
442 c. + Tupax He ykazas.- [SBN 978-5-9912-0233-6.

2.1eiinaxoB, H. E. ®uznueckre 0CHOBBI 3allIUThI HHPOpMAIMK: yueOHOE
nocoobue / H.E. lleiinakoB, O.B. Cepnenunos, E.H. Tumenko. - Mocksa:
PUOP: MH®PA-M, 2022. - 204 c. -(Beicmiee oOpaszoBanue). - DOI:
https://doi.org/10.12737/21158. - ISBN 978-5-369-01603-9. - Tekcr:
anexkTpoHHbIi. - URL: https://znanium.com/catalog/product/1851140 (mata
oOpamenusi: 07.06.2022). — Pexxum qoctyna: mo NOJIMUCKe.

3. NudopmarmoHHO-CIIpaBOYHAs CHCTEMa IO JOKyMEHTaM B 00JacTH
TEXHUYECKOU 3anuThl nHDOpMaImu www.fstec.ru

4. WudopmanmoHHbIi mopTai no 6ezonacHocT www.SecurityLab.ru.

5. OOpazoBaTelbHbIE MOPTANBl IO Pa3TUYHBIM  HaIpPaBICHUSIM
oOpasoBanus u Tematuke http://depobr.gov35.ru/

6. Poccuiickuii 6moMeTprueckuii moprai www.biometrics.ru

7. Cait xypHana Mndopmarmonnas 6e3onacHocTh http:// www.itsec.ru
— Caiit HayuHoii anekTponHoi 6ubmmotexkn www.elibrary.ru

8. CnpaBouHO-TIpaBoBas cuctema «["apanT» » www.garant.ru

9. CmpaBoyHO-IIpaBOBast cucTema «Koncynprant [Trocy»
www.consultant.ru

10. ®enepanbHas ciryx0a 0 TEXHUYECKOMY U IKCIIOPTHOMY KOHTPOJTIO
(®CTIK Poccun) www.fstec.ru

11. ®enepanbubiii  mopran  «MHbOpMaIMOHHO-KOMMYHUKAIIMOHHBIC
TEXHOJIOTUU B oOpazoBaHum» htpp\\:www.ict.edu.ru

12. ®enepanphbiii noptan «Poccuiickoe obpazoBanue www.edu.ru

JlonoTHUTENbHbIE HUCTOYHUKHU
1. denepanbublii 3akoH 0T 27 utoiist 2006 1. Ne 149-d3 «O6 undopmanuu,
WH(OPMAITMOHHBIX TEXHOJIOTHUSAX U O 3aIUTE WHHOPMAITUN.



2. ®enepanbHblil 3ak0oH OT 27 utons 2006 r. No 152-D3 «O nepcoHaIbHBIX
JTAHHBIX.

3. ®enepanbhbiii 3akoH 0T 27 nexadbps 2002 r. Ne 184-D3 «O TexHUUECKOM
pEryJIupOBaHUM.

4. ®enepanbhblii 3akoH 0T 4 Mas 2011 r. Ne 99-®3 «O nuueHzupoBaHun
OTJIENbHBIX BUJIOB JESTEILHOCTI.

5. ®enepanbnbiii 3ak0H oT 30 mexabps 2001 1. No 195-03 «Kogmeke
Poccuiickoii @enepaiiuu 00 aIMUHUCTPATUBHBIX MPABOHAPYILICHUSIX).

6. Yxka3 Ilpesunenta Poccuiickoit ®@enepanuu ot 16 aBrycta 2004 r. Neo
1085 «Bompockl ®@enepanbHON  CIIyX)ObI IO TEXHUUYECKOMY U
HKCHOPTHOMY KOHTPOJIIO».

7. Yxa3 Ilpesunenta Poccuiickoit ®enepaunn ot 6 mapta 1997 r. Ne 188
«O0 yTBEpKJIEHUU MEPEUHs CBEJCHUN KOHPUACHIIUATHHOTO XapaKTEPa.

8. VYka3 Ilpesunenta Poccuiickoit ®enepannu ot 17 mapta 2008 1. Ne 351
«O wMepax mo obecneyeHHIO HWHOOPMAIIMOHHOW  0€30MacHOCTU
Poccuiickoit ®enepanu Npu  KCMOJIB30BAaHMU  HMH(OPMAIIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETed MEXIyHapOIHOTO HH(POPMAIIMOHHOTO
oOMeHay.

9. llonoxxenue o0 cepTUPUKALUM CPEACTB  3aIUTHl  HUHGOPMALIHH.
Yr1BepxaeHo noctanoBieHueM IlpasurensctBa Poccniickoit @enepanuu
oT 26 uroHs 1995 1. Ne 608.

10.ITonoxxenue o cepTuUKAIMU CPEACTB 3alIUThl HHPOPMALUU TIO
TpeOoBaHusiIM Oe3omacHocTd UHGoOpManuu (C  JOMOJHEHUSIMH B
COOTBETCTBUM € IocTtaHoBiieHWeM IlpaBurenscTtBa  Pocculiickon
®enepatu o1 26 uwoHA1995 1. Ne 608 «O cepruduxanum cpeacTs
3alUThl  MHGOpMAIMUY). YTBEPXKIEHO MPUKA30M  Mpejacenatess
[Nocrexxkomuccuu Poccum ot 27 oktsibpst 1995 r. Ne 199.

11. AnmunuctpatuBsbiid permamenT @CTOK Poccuu nmo nmpeaocTaBieHuo
rOCYJIapCTBEHHON YCIyId MO JIMUEH3UPOBAHUIO JACSTEILHOCTU IO
TEXHUYECKON 3almre KOH(MUIEHUMaTbHON HHpOpMauuu. YTBEpKIEH
npukazoMm @CTIK Poccun ot 12 urons 2012 r. Ne §3.

12. AnmunuctpatuBHbiil pernameHT @CTOK Poccun o npenoctaBiaeHUIo
rOCyJapCTBEHHOW YCIYyrHM IO JIMIEH3UPOBAHUIO JIEITEILHOCTH I10
pa3paboTKe W TPOU3BOACTBY CPEICTB 3alllUThl KOH(PHUIECHIUATHHON
uHopmanuu. Y1epxkiaeH npukazom ®CTIOK Poccuu ot 12 uromns 2012
r. Ne 84,

13. CnenuanbHble TpeOOBaHUS U PEKOMEHJIALUK MO0 TEXHUYECKOM 3alluTe
koHpuaeHmmansHot uHpopmarmu (CTP-K). YTBepkaensl mpukazom
['ocTexxomuccun Poccum ot 30 aBrycrta 2002 r. Ne 282.

14. TpeboBanust o0  3ammre  WHPOPMAIMK, HE  COCTaBISIONICH
rOCYJapCTBEHHYIO  TailHy, COJEepXKallelcs B  TOCYyJapCTBEHHBIX



nH(pOpMaIIMOHHBIX cucTeMax. YTBepxaeHbl npukazom OCTOK Poccun
ot 11 derpamnst 2013 r. Ne 17.

15. TpeboBanust o  3ammre  HHPOpPMAIMM,  COAEpKalleics B
MH(OPMAIIMOHHBIX CHCTEMaX OOIIEro TMOJb30BaHUS. Y TBEPIKIECHbI
npukazamu @Cb Poccun 1 @®CTOK Poccun ot 31 aBrycra 2010 r. Ne
416/489.

16. TpeboBanust k cucteMaMm OOHApyKEHHUS BTOPKEHUH. Y TBEPKICHBI
npukazoM OCTOK Poccun ot 6 nexadpst 2011 r. No 638.

17. PyxoBogsumii nokymeHT. ['eonH(OpMalMOHHBIE CHUCTEMBI. 3aliuTa
uH(pOpMaIMU OT HECAaHKIIMOHUPOBAHHOTO JocTymna. TpeboBaHMs 1O
3amute napopmarmu. YteepxkaeH PCTOK Poccun, 2008.

18. PykoBogsimuii TOKyMEHT. 3aluTa OT HECAHKIIMOHUPOBAHHOTO JTOCTYIA
Kk uHopmanuu. Yacte 2. [IporpammHoe obecrnieuenre 0a30BbIX CUCTEM
BBOJIa-BbIBO/IA TEPCOHAIBHBIX JJIEKTPOHHO-BBIUYUCIUTEIBHBIX MAIIKH.
Knaccuduxkanus no ypoBHIO KOHTPOJISE OTCYTCTBHS HEIEKJIApUPOBAHHBIX
Bo3MoxkHOCcTel. YTBepxkaeH @CTOK Poccun 10 oxtadps 2007 r.

19. Tlpuka3z ®Cb Poccuu ot 9 depans 2005 r. Ne 66 «O06 yTBepXIeHUU
[Tonoxxenus o pa3paboTKe, MPOU3BOACTBE, peANTHM3AINH U IKCIUTyaTalluu
U POBaATLHBIX (KPUNITOTPAPUUIECKUX) CPEJICTB 3alTUTh HHGOPMAIIUN.

20.'OCT P HUCO/MDK 13335-1-2006 HMudopmanmoHHas TEXHOJIOTHS.
MeTtonb! u cpeacTBa obecnieuenus 6e3omnacHoctu. Yacts 1. Konnenuus u
MOJIEId  MEHE/DKMEHTa  0€30MacHOCTM  HMH(POPMALMOHHBIX U
TEJIEKOMMYHUKAIIMOHHBIX TEXHOJIOTUI

21.'OCT P UCO/MDBK TO 13335-3-2007 NupopmariioHHas TEXHOJIOTHUSI.
Meroasl 1 cpenctBa oOecrieueHus 6ezomacHocTd. Yacte 3. Mertomsl
MEHEeKMEHTa 6€30MacHOCTH MH(POPMAITMOHHBIX TEXHOJIOTH

22.TTOCT P UCO/M3K TO 13335-4-2007 UndopmarioHHas TEXHOJIOTHS.
Metonbl u cpenctBa obecnedyeHus Oe3zomacHoctH. Yacts 4. Bribop
samutHeix  mep [OCT P HMCO/MBK TO  13335-5-2006
Nudopmanmonnass texHosorus. MeTonbl U cpeacTBa obecredeHus
oe3omacHoctu. Yacth 5. PyKoBOJICTBO MO MEHEIHKMEHTY 0€30MacHOCTH
CeTH

23.TOCT P HCO/MBK 17799-2005 HWupopmarmoHHass TEXHOJOTHS.
[TpakTrueckue mpaBuiia ynpapieHUs] HHPOPMAIIMOHHON 0€301MaCHOCTHIO

24TOCT P HNCO/MBK 15408-1-2008 WNudopmarmoHHass TEXHOJOTHS.
Metonsl u cpenctBa obecnieueHus OeszomacHocTH. Kpurtepum oreHku
Oe3onacHocTH HMH(OpMAMOHHBIX TexHojorui. Yacte 1. BBenenue u
oO1rast MOJeINb

25.TOCT P HNCO/MBK 15408-2-2008 WNudopmarmoHHass TEXHOJOTHS.
Metonsl u cpenctBa obecnieueHus OeszomacHocTH. Kpurtepum oreHku
0e30macHOCTU MH(OPMAITMOHHBIX TEXHOJIOTH. Yactp 2.
@OyHKIMOHAIbHBIE TPeOOBaHUS 0€30MaCHOCTH



26.'OCT P HNCO/MBK 15408-3-2008 WNudopmarmoHHass TEXHOJOTHS.
Metonbl U cpencrtBa obecneueHusi Oe3omacHocTU. Kpurepuu oOLeHKH
6e3omacHocTr WHQpOpPMANMOHHBIX TexHomormid. Yacte 3. TpeGoBanus
JOBEpHs K 6€3011aCHOCTH

27.T0CT P 34.10-2001. "UnpopmarimoHHast TEXHOJIOTHS.
Kpunrorpaduueckas 3amura unpopmaimu. [Iporeccs hopmrupoBanus u
IIPOBEPKU 3JIEKTPOHHOHN LIUPpOBOit moanucu"

28.'OCT P 34-11-94. "UndopmarnmonHas TEXHOJIOT USI.
Kpunrorpaduueckas 3amura nadopmanmu. OyHKINS XAIIHUPOBAHUS"

29.'OCT P 50922-2006 3amura uHpopmarnuu. OCHOBHbIE TEPMHHBI U
onpenenenus. Pocrexperynuposanue, 2006.

30.'OCT P 52069.0-2013 3ammra wHpopmammu. CucTteMa CTaHIAPTOB.
OcHoBHbI€e nToN0xkeHus. Poccrangapr, 2013.

31.TOCT P 51583-2014 3ammuta wunbopmauuu. Ilopsmox cozmaHus
aBTOMATU3UPOBAHHBIX CHUCTEM B 3alIMIIEHHOM HcHoJHeHuHu. OOiue
nosnoxxenus. Pocctannapt, 2014.

32.TT0CT P 51624-2000 3ammurta wuHboOpManuu. ABTOMATU3UPOBAHHBIE
CUCTEMbl B 3alllMIIEHHOM ucmojdHeHuu. OOmme TpeGoBaHUS.
I'occtanmapt Poccuu, 2000.

33.'OCT P 51275-2006 3aumra nnpopmannu. O0beKT HHGOPMATU3ALINY.
®daxkTopbl, BO3ACUCTBYIOIIME Ha HHPopManuio. OOIIME MOJIOKEHUS.
PoctexperynupoBanue, 2006.

34.TOCT P 52447-2005 3amura nuapopmaiun. TexXxHUKa 3aIIUTHI
uHpopMmarmu.

35.HomeHkiarypa nokazarenei kauectBa. PocrexperynupoBanue, 2005.

36.'OCT P 56103-2014 3amura nadopmaiuu. ABTOMaTU3UPOBAHHBIE
CUCTEMBI B 3aLIUIIIEHHOM UCIIOTHEHUU. OpraHu3ans U CoAep:KaHnue
paboT Mo 3alIUTe OT MPEAHAMEPEHHBIX CUJIOBBIX AJIEKTPOMATHUTHBIX
Bo3zeiicTBuil. O6mmue nonoxenus. Poccrangaprt, 2014.

37.TOCT P 56115-2014 3amura nadopmainuu. ABTOMaTU3UPOBAHHBIE
CUCTEMBI B 3alIUMIIIEHHOM HCIIOTHEHUU. CpeacTBa 3aluThl OT
MIPETHAMEPEHHBIX CHJIOBBIX JIEKTPOMArHUTHBIX Bo3aeicTBuil. O0mue
TpedoBanus. Pocctanmapt, 2014.

38.'OCT P UCO/M3K 15408-1-2012 UndopmanroHHast TEXHOJIOTHUS.
MeTtonbl u cpenicTBa obecrnieuenust 0e3onacHocTu. Kputepuu oneHku
6e3omacHocTH MH(POPMAITMOHHBIX TexHOJorui. YacTs 1. BBenenue u
obmras mojaenb. Poccrangapt, 2012.

39.'OCT P UCO/M3K 15408-2-2013 UndopmannoHHast TEXHOJIOTHUS.
MeTtonbl u cpenicTBa obecnieuenust 0e3onacHocTu. Kputepuu oneHku
6e3omacHOCTH MH(POPMAITMOHHBIX TEXHOJOTHUN. YacTh 2.

OyHKIMOHANIBHBIE TPEOOBaHUs OE30MACHOCTH (MIPSIMOE TPUMEHEHNE
ISO/TEC 15408-2:2008). Poccranmaprt, 2013.



40.'0OCT P 50739-95 CpenctBa BHIMUCIUTEILHON TEXHUKH. 3aIIUTA OT
HECaHKIIMOHUPOBAHHOTO A0cTyna K uHpopmanuu. O01me TeXHU4eCKue
TpeboBanus. ['occrangapt Poccun, 1995.

41.Metoauka onpeaesieHns akKTyalbHbIX yTpo3 0€30MaCHOCTH
NEPCOHANBHBIX JaHHBIX MPU UX 00pabOoTKE B MHPOPMAITMOHHBIX
cucTeMax nepcoHanbHbIX AaHHbIX. Y TBepxkaeHa DCTIK Poccun 14
deBpans 2008 T.

42.COOpHUK BPEMEHHBIX METOUK OLICHKHU 3aIUIIICHHOCTH
KOH(DHIeHIIMATEHON MHGOPMAITH OT YTEUKH 0 TEXHUISCKUM KaHaJIaM.
VYrBepxaeH ['ocrexkomuccuent Poccun, 2002.

43.TOCT P 50922-2006 3amura uapopmaiuu. OCHOBHbIE TEPMHUHBI U
onpenenenus. Pocrexperynuposanue, 2006.

44.TOCT P 51275-2006 3amura undopmanuu. O0beKT HHPOPMATH3AIIH.
daxTopsl, Bo3AeicTByOMME Ha HHDOpMannio. OOIIMe MOI0KEHUS.
PocrexperynupoBanue, 2006.

45.COOpHUK BPEMEHHBIX METOAUK OLIEHKHU 3allUIIIEHHOCTH
KOH(DUIeHIIMATbHON MH(GOPMAIIMK OT YTEUKH M0 TEXHUYECKUM KaHaJIaM.
Yr1eepxaeH ['octexkomuccueit Poccun, 2002.

46.TpeboBaHus 0 3a1IUTe UHPOPMALIMU, HE COCTABJISIOLIEH
roCyJapCTBEHHYIO TailHy, COAEPKAIIEICS B TOCY1apCTBEHHBIX
nH(pOpMaIIMOHHBIX cucTemMax. Y TBepxkaeHbl npukazom ®CTIK Poccun
ot 11 derpanst 2013 r. Ne 17.

47.Mepbl 3auThl THPOPMAIIUHA B TOCYIAPCTBEHHBIX HH()OPMAITMOHHBIX
cuctemax. Ytepxaensl ®CTOK Poccun 11 depans 2014 r.

48.Mertonuyeckue peKOMEHIAINH 10 TEXHUYECKON 3aluTe nH(OpMaIny,
COCTaBJSIIOIIEN KOMMepUecKyto TaiHy. YTBepxkaeHsl PCTIK Poccun
25 nexabps 2006 r.



4. KoHTpoib M OLEHKA pEe3yJbTAaTOB OCBOEHHUSA MNPOPECCUOHAIBHOTO

MOy IS

Kona n HaumeHoBaHue
poeCCHOHAIBHBIX M OOIINX
KOMIIETSHIIHA, (HOpMHUPYEMEIE B
paMKax MOJyJist

Kputepuu onenku

@DopMBI U METOBI KOHTPOJIS,
B TOM YHCJIE 110 y4eOHOU 1
IIPOU3BOJCTBEHHOM IPAKTUKE

[IK 3.1 OcyuiecTBisITh yCTaHOBKY,
MOHTaX, HACTPOMKY M TEXHHYECKOE
00CITy’)KUBaHUE TEXHUYECKUX
CPE/CTB 3alIUTHl HHPOPMAIUU B
COOTBETCTBUH C TPEOOBAHUSIMHU
9KCIUTYyaTallMOHHOHN JIOKYMEHTAINN

JleMoHCTpHUpOBATH
YMEHHUSI U TPAKTHYECKHE
HABBIKU B YCTAHOBKE,
MOHTa)K€, HACTPOUKE U
POBEICHUHT
TEXHUYECKOTO
00CTyKUBaHUS
TEXHUYECKUX CPEICTB
3alIUTHl UH(OPMAIUY B
COOTBETCTBUHU C
TpeOOBaHUSIMU
AKCIUTyaTallUOHHOM
JIOKYMEHTaIlU!

TECTUPOBAHUE,

9K3aMEeH 10 MOJYJIIO,
SKCIIEPTHOE HAOIIOIeHHE
AKCIIEPTHOE HAOIIIOICHHE
BBITIOJTHEHUS TIPAKTUYECKUX
3aHATHH,

OIICHKA PEIICHUS
CUTYallMOHHBIX 3a/1a4,
OIICHKa Iporecca u
PE3yJIbTaTOB BBIMOJIHEHUS
BUJIOB Pa0OT HA MPAKTUKE

I1K 3.2 OcyiiecTBisiTh
HKCIUTyaTalI0 TEXHUYECKUX
CpPEZCTB 3allUThI HH(OpPMALUY B
COOTBETCTBUH C TPEOOBAHUSIMHU
9KCIUTyaTallMOHHOM JOKYMEHTaIUH

[IposiBIISITE yMEHUS 1
MPAKTUYECKOTO OMbITa B
JKCILTyaTaluu
TEXHUYECKUX CPEJICTB
3amuTh THGOPMAITUH B
COOTBETCTBUU C
TpeOOBaHUSIMHU
AKCIUTyaTallMOHHOM
JIOKYMEHTallu1

TECTUPOBAHUE,

9K3aMEH 10 MOJYJIIO,
AKCIIEPTHOE HAOIIIOICHHE
AKCIIEPTHOE HAOIIOIeHHE
BBITIOJTHEHUS PAKTUYECKUX
3aHATHH,

OLIEHKA peIIeHUs
CUTYaIlMOHHBIX 33]1a4,
OLIEHKa Ipoliecca U
PE3yJIbTaTOB BBHIIOJIHEHUS
BHJIOB pPabOT Ha MTPAKTUKE

[IK 3.3. OcyiecTBisTh U3MEpEHNe
napameTpoB IMOOOYHBIX
AJIEKTPOMArHUTHBIX U3TYYCHUH U
HaBoI0K (IIDMUH), co3naBaembIx
TEXHUYECKUMHU CPEJICTBAMU
00paboTku nHOpMaIUn
OTPAHHYEHHOTO JIOCTYyTa

[IpoBoauTH paboTHI MO
U3MEPEHUIO TapaMeTPOB
OOOYHBIX
JIEKTPOMAarHUTHBIX
U3JIy4eHU U HABOJOK
(ITSMUH), coznaBaeMbIx
TEXHUYECKUMHU
cpencTBamMu o0pabOTKH
uHpOpMaLUu
OTPaHUYEHHOTO JJOCTyIa

TECTUPOBAHHUE,

9K3aMEeH 10 MOJYJIIO,
AKCIIEPTHOE HAOIIOIeHHE
IKCIIEPTHOE HAOIIOICHHE
BBITIOJTHEHUS TIPAKTUYECKUX
3aHATHH,

OIICHKA PEIICHUS
CUTYallMOHHBIX 3a/1a4,
OIICHKa Iporecca u
PE3yJIbTaTOB BBIOJIHEHUS
BUJIOB Pa0OT HA MPAKTUKE

I1K 3.4 OcyiiecTBisiTh U3MEPEHUE
napameTpoB (DOHOBBIX IIIYMOB, a
TaKke PU3MIECKHUX MOJIEH,
CO3JaBa€MbIX TEXHUYCCKUMUNU
CpeJICTBAaMU 3alIUThl HHPOpMATUU

[IpoBOaUTH
CaMOCTOSITEIIbHBIE
U3MEpEeHUs apaMeTpoB
(OHOBBIX LITYMOB, a
TaKke PU3NIECKUX
MOJIeH, CO3/1aBaeMbIX
TEXHUYECKUMU
CpEIICTBAMU 3alTUTHI
nHdopManuu

TECTUPOBAHUE,

9K3aMEH 0 MOJYJIIO,
IKCIIEPTHOE HAOIIIOICHHE
AKCIIEPTHOE HAOIIOIeHHE
BBITIOJTHECHUS TIPAKTHYSCKUX
pabor,

OIICHKA PEIICHHUS
CI/ITyaI_[I/IOHHI:IX 3ajJa4,




OIICHKa Iporecca u
PE3yJIbTaTOB BBITOJIHCHUS
BUJIOB pa0OT Ha MPAKTUKE

I1K 3.5 Opranu3oBbIBaTh

OTJIeTbHBIC Pa0OTHI IO (HHU3HUECKOM
3amuTe 00bEKTOB MH(POPMATH3ALIUN

[IposiBisiTH 3HAHUA B
BBIOOpE CITOCOO0B
pelIeHus 32124 1o
OpTaHHU3AINH OTACITHHBIX
pabot no puzuvecKoit
3amuTe 00HEKTOB
nHpopMaTH3aIu

TECTUPOBAHUE,
HK3aMeH 110 MO0,
IKCIIEPTHOE HAOIIOICHHE
AKCIIEPTHOE HAOIIOIeHHE
BBITIOJTHEHUS PAKTUYECKUX
3aHATUH, OLICHKA PELLICHUs
CUTYallMOHHBIX 3a/1a4,
OLIEHKa Tpolecca u
PE3YJIbTaTOB BBHIIOJIHCHUS
BHJIOB PaOOT Ha ITPAKTUKE

Kon n HaumeHoBaHue
po(heCCHOHATBHBIX U OOIIUX

KOMIETeHIHH, (hopMUpYEMBIE B

AMKax MOIYJISA

Kputepun oneHku

@DopMBI U METOBI KOHTPOJISL, B
TOM YHCJIC 110 Y4eOHOU U
IIPOU3BOJCTBEHHOM IPAKTUKE




OK 01. Beibupats crioco0sl
pereHus 3a1a4 npopecCuOHaTbHON
JeATeIbHOCTH, TPUMEHHUTEIBHO K
pa3IMYHBIM KOHTEKCTaM.

- BBIOOp MeTofa U
crioco0a pereHust
pohecCHOHATBEHBIX
3a7a4 ¢ COOJII0ICHUEM
TEXHHKH 0€30IaCHOCTH
U COIJIaCHO 3aJJaHHOM
CUTYaIlNH;

-o1ieHKa 3 (HEKTUBHOCTH
1 KQ4eCTBA BBINOJHEHUS
COTIJIACHO 3aJJaHHOH

Habmtonenne, MOHUTOPUHT,
OLICHKA COJICPIKAHMSI
nopT¢hOJIMO CTYACHTA.

CUTYalNH
OK 02. OcyiecTBisTh NOUCK, - 3(ppexTUBHBIN MOUCK WHTepnperanus pe3ynbTaToB
aHAJIU3 U UHTEPIPETALUIO HEO0XO0IUMOi HaOIOIeHUH 3a
uHpOpManru, HeOOXOAUMOM 115 uHbOopMaLny; JESATEIILHOCTBIO
BBITIOJIHEHUS 3a/1a4 - uHpopMaIys, o0ydaromierocs B nporecce

npodecCHOHATBLHOMN 1eATEIHOCTH.

nojpoOpaHHast U3 pa3HbIX
UCTOYHUKOB B
COOTBETCTBHH C
3aIaHHOU CUTyaluen

OCBOEHUSI 00pa30BaTEILHON
IIPOrpaMMBbI

OK 03. IlpuHuMath peleHus: B
CTaHJAaPTHBIX U HECTAaHAAPTHBIX
CUTYyalUsIX ¥ HECTH 3a HUX
OTBETCTBEHHOCTb.

- pemeHI/Ie CTaHILapTHBIX
Y HECTaHJAPTHBIX
podeCCHOHATBHBIX
3amay B 00JIacTH
IKCILTyaTaluu
KOMIIOHEHT ITOJCUCTEM
0€e301acHOCTH
aBTOMaTI/I3I/IpOBaHHbIX
CHCTEM;

MOHUTOPHHT U PEUTHHT
BBHITIOJIHCHHSI pabOT Ha
y4eOHOM U TTPOU3BOCTBEHHOM
MPaKTUKE

OK 04. PaboTtaTh B KOJIJICKTUBE H
KoMaHie, 3 (HEKTUBHO
B3aMMOJICHCTBOBATh C KOJUIETaMH,
PYKOBOJICTBOM, KITMEHTaMH.

- IEMOHCTpaIus
COOCTBEHHOI
eATEIbHOCTH B
YCJIOBUAX KOJUIEKTUBHOMN
¥ KOMaHJTHOHM paOOTHI B
COOTBETCTBUH C
3aIaHHOM CUTYyallUeil;

- IeMOHCTpanus
COOCTBEHHOM
JeATETLHOCTH B POJIU
PYKOBOAMUTENSI KOMaH/IbI
B COOTBETCTBHH C
3aJIaHHBIMHU yCJIOBHUSIMHU.

[ToaroroBka pedepaTos,
JIOKJIaJI0B, COOOIIECHHH,
UCTIOJIb30BaHUE JIEKTPOHHBIX
HUCTOYHHUKOB




OK 05. OcyuiecTBiATh yCTHYIO U
NUCbMEHHYI0O KOMMYHUKAIMIO HA
TOCYAAapCTBEHHOM SI3bIKE C YUETOM
0COOCHHOCTEH COLUAIBHOTO U
KYJIbTYpHOT'O KOHTEKCTA.

- - IGMOHCTpAIIHS
COOCTBEHHOI
eITEIbHOCTH B
YCJIOBUAX KOJUIEKTUBHOMN
¥ KOMaHJTHOHM paOOTHI B
COOTBETCTBUH C
3aIaHHOM CUTYyallHUeil;

- IeMOHCTpanus
COOCTBEHHOM
JeSATETLHOCTH B POJIU
PYKOBOAMUTENSI KOMaH/IbI
B COOTBETCTBHHU C
3aJIaHHBIMU YCJIOBHSIMHU.

HaOironenure 3a HaBBIKAMU
paboThI B IIO00ATBHBIX,
KOPHIOPATHUBHLIX U JIOKAJIBHBIX

UH(OPMALIMOHHBIX CETAX.

OK 06. ITposiBIATE Tpak1aHCKO- - IEMOHCTpanus Habmtonenue 3a poinbio
NaTPUOTUYECKYIO MO3UIHIO, UHTepeca K Oyayiien o0yuarolerocs B rpymrie;
JEMOHCTPUPOBATh OCO3HAHHOE npodeccuu; noptdoano

IIOBEJICHUE Ha OCHOBE - IEMOHCTpaIUs

TPaIUIIMOHHBIX OOIIEYETIOBEUECKUX | 11ETIeYCTPEMIIEHHOCTH,

LIECHHOCTEH, IPUMEHATh CTAaHAAPTHl | caMOOOPa30BaHUs U

AQHTUKOPPYNLMOHHOTO MOBEJCHHS. | CAMOPAa3BUTHS

OK 07. CopneiicTBOBaTh - IEMOHCTpaLus JlenoBele UrpsI -
COXPaHEHMIO OKPYXKAIOLIEH Cpelibl, | KauecTBa MPUHATHIX MOJICJIMPOBAHKUE COLUATBHBIX
pecypcocOepexeHuto, 3PGEKTUBHO | OPraHU3AIMOHHBIX U IpoeCCHOHATBHBIX
JIEUCTBOBATh B YPE3BbIYANHBIX pelIeHui CUTYalLIHil.

CUTyalusiax.

- TOTOBHOCTDH K 9acTOM
CMEHE TEXHOJIOTHH B
npodhecCHoHATBHOM
JIeSITEILHOCTH;

- aHAJIU3 MHHOBAILIUU B
obnactu

npodhecCuoHANBHOM

JeATEILHOCTH.
OK 08. lcnonb3oBaTh cpeacTBa - orieHka co0cTBeHHOTr0 | KoHTpOib rpaduka
du3nyecKoil KyIbTypbl 1S HPOJIBYKEHHUS, BBITIOJTHEHUS HHANBU/TY aJIbHOM

COXPaHCHHUS U YKPETUICHHUSI
3JI0POBBS B TIpOIIeCCe
npohecCHOHALHON I TEIIBHOCTH
U TIOJIEPKaHUS HEOOXO0AUMOTO
YpOBHS (PU3HUECKOM
IOJITOTOBJICHHOCTH.

JIMYHOCTHOT'O pa3BUTHUH.

CaMOCTOSITENIbHOM PabOThI
00ydJaromerocs; OTKPHITHIC
3aLIUTHl TBOPYECKHUX U
MPOEKTHBIX padboT




OK 09. Hcnons3oBaTh
MH(pOpMaIMOHHBIE TEXHOJIOTHU B
npodecCHOHATBLHON 1eATEIHOCTH.

- HCIIOJb30BaHUE
OCHOBHEIX BUOB
COBPEMEHHOM
BBIYMCIIMTEIIHHOM
TEXHHKHU,

- OKCIUTyaTanus u
yCTpaHEHUE TUITNIHBIX
BBISIBIICHHBIX J1e(DeKTOB
TEXHUYECKUX CPEICTB
nH(popMaTH3aImy;

- IEMOHCTpAIHs
pe3yJIbTaTUBHOMN
IEeITEIILHOCTH B 00/1aCTH
AKCIUTyaTaluu 1

Cemunaps! yueOHO-
NPaKTUYECKHE KOHPEPEHIIHH.
Konkypcsl
poeCCHOHAIBHOTO
MmactepcTBa. OnuMnuazbl.

TEXHUUYECKOTO

CONPOBOKICHUS

aBTOMATHU3UPOBAHHBIX

CUCTEM
OK 10. ITonp30Batecs - UCIIOJIb30BaHUE Cemunaps! yueOHO-
npogecCuoHaATbHON OCHOBHBIX BUJIOB NPaKTUYECKHE KOHPEPEHIIHH.
JIOKyMEHTaleH Ha COBPEMEHHOM [lenoBblie urpsel-
rOCyapCTBEHHOM M HUHOCTPAHHOM | BBIYUCIIUTEIBHON MOJIEJTMPOBaHUE
SI3BIKAX. TEXHUKHU; npodeCCHOHATIBHBIX CUTYAIHH.

- JKCIUTyaTauus u
yCTpaHEHUE TUITHIHBIX
BBISIBJICHHBIX J1€(EKTOB
TEXHUYECKUX CPEICTB
nH(pOopMaTH3aINH;

- IEMOHCTpAIHs
pe3yJIbTaTUBHOMN
JESITEIILHOCTH B 00JIacTH
JKCIUTyaTaluu U
TEXHUYECKOTO
COTPOBOXKICHUS
ABTOMATHU3UPOBAHHBIX
CUCTEM

OK.11 Hcnonb30BaTh 3HaAHUS IO
(bHHAaHCOBOW TPaMOTHOCTH,
TUTAHUPOBATh
IpeIPUHUMATEIBCKY IO
JESITEIILHOCTD B
npodeccuoHabHOU chepe

- 3¢ (eKTUBHBIN TTOUCK U
MPUMEHEHUE 3HAHUI
¢uHaHCOBOM
rPaMOTHOCTH;

- uHpopMarIys,
nojpoOpaHHast U3 pa3HbIX
UCTOYHUKOB B
COOTBETCTBUHU C
3aJJaHHOW CUTyalMen

Cemunaps! yuebHO-
HpakTHYECKHe KOH(EPEHIINH.
[lenoBblie urpsel-
MOJIETTMPOBAHNE
po(heCCHOHANBHBIX CUTYaIUiH




